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Abstract - The high rate of artificial intelligence (AI) development in enterprise platforms 

has placed Salesforce as a conventional customer relationship management (CRM) system 

into an intelligent coordination center that can support secure, scalable, and reliable AI-

driven processes. This paper analyzes the architectural structure of enterprise-scale AI agents 

at Salesforce with emphasis on the combination of Einstein Copilot, Data Cloud, Apex, and 

Flows as substrate elements. The paper describes the combination of these components to 

formulate modular microservice-based agent architectures that can be used to go beyond 

declarative automation and instantiate sophisticated orchestration with external large 

language models (LLMs) and enterprise systems (Haki et al., 2025; Shu et al., 2024). In 

responsible AI use, the research highlights the overestimation of data unification, data 

governance, and compliance controls, and it is particularly relevant to the controlled sectors 

such as finance and healthcare (Ashakin et al., 2024; Sannapureddy, 2025). It is suggested 

to provide a reference architecture that displays the way AI agents can be integrated with 

Salesforce Data Cloud and external APIs (with a focus on secure API management, data 

masking, and auditability). As a practical base point to the discussion, a case study of a 

customer onboarding process of a global bank illustrates the quantifiable value of AI-enabled 

orchestration, such as efficiency gains, compliance, and personalized service delivery (Gupta 

et al., 2018; Parvathy et al., 2025). The results are added to the expanding literature on the 

enterprise AI implementation, providing understandings and design concepts that the 

enterprise architects can consider to scale intelligent agents across industries. 

 

Keywords: AI-Driven Salesforce Solutions, Enterprise AI Agent Design, Salesforce AI 

Integration, AI-Powered Business Automation, Custom Salesforce AI Development 

 

1. Introduction 

 

Artificial intelligence (AI) has emerged as a dominant force for change in enterprise 

applications, moving the structure of organizational processes from rules-based automation 

towards predictive, adaptive, and agent-driven environments. Beyond analytics, AI is not 

just a technique in enterprise but a base for intelligent orchestration that facilitates workflows 

combining customer data, automating repetitive processes, and scaling human decision-

making into areas of complexity. And research has found that AI-powered operational 

systems can significantly improve the efficiency of processes, engage customers, and 

improve accuracy in decision making, making AI an essential component of enterprise 

ecosystems (Sannapureddy, 2025; Ashakin, Hasan, and Urbi, 2024). Within this general 

trend, Salesforce has emerged as a leading enterprise platform that uses its cloud-native 

architecture to integrate data, processes, and AI-driven insights in ways that are directly 

embedded in business workflows (Midathana, 2025; Gupta, Verma, & Janjua, 2018). 

Salesforce continues to lead enterprise adoption of AI with its powerful integration of 

Einstein, Einstein Copilot, and AI agents. As Haki, Safaei, Magan, and Griffiths (2025) note, 
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Salesforce is a prominent example of how generative AI can be integrated into enterprise 

platforms to provide reliable, explainable, and governable outputs. Einstein Copilot is an 

orchestration center that brings conversational intelligence together with enterprise 

processes, and Data Cloud is a system that brings customer data to a single source of truth 

in a governed data model for contextualized AI reasoning (Janakiraman et al., 2025). 

Modularity and scalability in the form of Copilot extension, Apex code, and declarative 

Flows, which provide flexibility for low-code and pro-code implementations (Olszewski, 

Parczyanska & Milosz, 2025). The resulting ecosystem enables enterprises to build AI 

agents that strike the right balance between automation and compliance and security, which 

is critical, especially in areas like healthcare, finance, etc., where regulatory scrutiny is high 

(Parvathy, Sreedevi, Jayachitra, Karunkuzhali, & Arumugam, 2025). 

 

The architecture of secure, scalable, and trustworthy Salesforce AI agents is based on three 

key goals. The first is security: with data classification, masking, and governance programs, 

personal data can effectively be protected even when used to feed AI-based prompts 

(Ashakin et al., 2024). The second is scalability, where it is necessary to orchestrate modular 

AI agents across Salesforce clouds (Sales, Service, and Marketing Cloud) while ensuring 

performance at enterprise-scale loads (Sannapureddy 2025). The third is trustworthiness, 

which includes audit logging, human-in-the-loop review, and explainable outputs that are 

applicable to organizational and regulatory compliance requirements (Haki et al. 2025). 

Together, these goals outline the boundaries within which enterprise-grade AI systems 

should be architected to be able to operate in dynamic high-stakes environments. 

 

2. Evolution of AI in Salesforce 

 

The evolution of AI within Salesforce has clearly progressed from predictive capabilities 

that are built directly into customer relationship management (CRM) processes, to intelligent 

orchestration layers, to modular AI agents for enterprise-scale deployments. This trajectory 

not only showcases the evolving maturity of Salesforce's platform but also underscores the 

growing expectations of enterprises to incorporate AI into their workflows in a secure, 

scalable, and trusted manner. 

 

Einstein was Salesforce's first big move into AI, with predictive analytics built into sales and 

marketing. Early implementations focused on lead scoring, personalized recommendations, 

and customer interactions designed to help enterprises prioritize interactions for the greatest 

conversion rates (Kaliuta, 2023; Tarra & Mittapelly, 2024). By building on top of existing 

CRM data, Einstein generated quantifiable business value by driving personalization and 

decision-making. Additionally, studies on AI-based recommendation engines showed that 

Salesforce's platform could integrate customer data and predictive models to produce results 

within workflows (Janakiraman et al. 2025). These innovations proved that native AI is 

possible within CRM systems and have paved the way for more advanced forms of 

orchestration. 

 

The second major phase of Salesforce AI development was marked by the launch of Einstein 

Copilot, a conversational and orchestration layer that carves out a much broader role for AI 

in the platform. Copilot marked a move from background predictive services to an active 

orchestration layer that can drive multi-step workflows and reason over a single source of 

truth. In particular, Data Cloud provided a governed enterprise-wide base that helped Copilot 

to contextualize responses and actions with a single source of truth (Janakiraman et al., 

2025). This ability enabled Salesforce to expand the use of AI from standalone predictions 

http://www.ijmra.us/
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into orchestrated workflows across Sales, Service, and Marketing Clouds (Parvathy, 

Sreedevi, Jayachitra, Karunkuzhali, & Arumugam, 2025). As Midathana (2025) notes, this 

integration of AI with groundbreaking cloud technologies made Salesforce a prime example 

of an enterprise platform suited for scalable, data-driven automation. 

 

The latest evolution has been the launch of agents for AI - modular and reusable components 

that enhance the orchestration capabilities of Copilot. Enterprise-class AI should be multi-

agent, modular, and policy-aware with respect to real-world business processes (Shu, Das, 

Yuan, Sunkara, & Zhang, 2024). In Salesforce, this means microservices are combinations 

of agents that are built through Copilot extensions, Apex Services, Flows, and secure API 

integrations. Similar to earlier work in intelligent agent-based enterprise integration (Pan & 

Tenenbaum, 2002), the agents are capable of delegating tasks, interfacing with external 

systems, and enforcing compliance requirements. In contrast to previous AI features that 

were essentially predictive, agents bring autonomy, composability, and governance as core 

AI design considerations, backed by Salesforce's platform architecture (Haki, Safaei, Magan, 

& Griffiths, 2025). 

 

What we see when we compare Salesforce with previous agent frameworks is continuity and 

divergence. Pan and Tenenbaum (2002) identified modularity and explicit messaging as key 

to enterprise agent design, which are carried forward in Salesforce's current 

implementations. However, modern Salesforce AI provides enhanced focus on data 

governance, data auditability, and human oversight, corresponding to regulatory and 

operational imperatives that were less emphasized in previous frameworks (Ashakin, Hasan, 

& Urbi, 2024; Sannapureddy, 2025). By integrating Copilot's orchestration capabilities, 

modular agents, and Data Cloud, Salesforce has successfully developed a platform where AI 

is not an adjunct but the main driver of automated enterprise operations and customer 

interactions. 

 

Table 1. Timeline of Salesforce AI innovations (Einstein → Copilot → AI Agents) 

 

Stage Capabilities Representative 

references 

Enterprise impact 

Einstein 

(Predictive AI) 

Lead scoring, 

recommendations, 

predictive analytics 

within CRM 

Kaliuta (2023); 

Tarra & Mittapelly 

(2024); 

Janakiraman et al. 

(2025) 

Enhanced 

personalization, 

improved lead 

conversion, 

measurable business 

outcomes 

Einstein Copilot 

(Orchestration 

AI) 

Conversational 

orchestration hub, 

contextual reasoning 

via Data Cloud, 

integration with Flows 

and Apex 

Haki et al. (2025); 

Janakiraman et al. 

(2025); Parvathy et 

al. (2025); 

Midathana (2025) 

Centralized 

orchestration, 

governed data-

driven decision-

making, cross-cloud 

scalability 

AI Agents 

(Modular 

Enterprise AI) 

Modular, policy-aware 

agents built with 

Copilot extensions, 

Flows, Apex, APIs; 

multi-agent 

collaboration 

Shu et al. (2024); 

Pan & Tenenbaum 

(2002); Haki et al. 

(2025) 

Composable 

automation, secure 

integration with 

external systems, 

governance and 

auditability 
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3. Why Enterprises Need AI Orchestration at Scale 

 

Modern enterprises no longer deploy AI as a point solution but as an implicit fabric that 

orchestrates thousands of operational decisions every day. In this context, orchestration is 

the process that turns loose AI artifacts into auditable, safe, and business-ready actions. It is 

also noted that the process automation research indicates that AI provides the highest value 

when incorporated into end-to-end workflows rather than being offered as independent 

analytics outputs (Sannapureddy, 2025). While basic automation is adequate for repetitive 

rule-based processes, AI orchestration is necessary for context-heavy processes that rely on 

reasoning, sequential coordination, and secure interactions with external services. By 

orchestrating, enterprises can combine outputs of models, context, and execution 

mechanisms (either through Flows, Apex services, or APIs) and thus scale AI processes in 

a compliant and resilient manner (Janakiraman et al., 2025; Sannapureddy, 2025). 

 

AI orchestration addresses tactical and strategic needs. What's more, AI automates rote tasks 

like lead scoring, routing, and customer engagement to free up manual capacity and generate 

capacity. In Salesforce AI Research (Tarra & Mittapelly, 2024; Tarra, 2024), it was found 

that embedded lead scoring and personalization increase campaign effectiveness and 

conversion rates. Strategically, orchestration allows organizations to reconfigure processes 

around real-time personalization and provide adaptive paths that respond dynamically to 

customer behavior. This explosion of decision points increases the need for coordination; 

otherwise, enterprises face inconsistent experiences, leakage of data, latency, and lack of 

regulatory compliance (Ashakin, Hasan, & Urbi, 2024; Janakiraman et al., 2025). 

 

Orchestration is also key in the area of enterprise workflows. Organizations now exist across 

multiple Salesforce clouds and external systems (identity verification services, payment 

processors, large language models (LLMs), legacy ERP platforms) that introduce 

heterogeneity in data models, compliance obligations, and latency (Zhu, Lee, Cai & Pan, 

2023; Parvathy et al., 2025). If agents are not coordinated by a single orchestrator, they 

operate in isolated bubbles and create fragile integrations with higher operations risk (Shu, 

Das, Yuan, Sunkara, & Zhang, 2024; Pan & Tenenbaum, 2002). Salesforce deployments 

handle this challenge well when Einstein Copilot and Data Cloud present orchestration and 

contextual grounding as a single source of truth (Janakiraman et al., 2025; Haki, Safaei, 

Magan, & Griffiths, 2025). 

 

The value of orchestration is clear. Cost optimization as it reduces the overhead of redundant 

processes and enables scaling of the stateless microservices across the clouds (Gupta, 

Verma, & Janjua, 2018; Sannapureddy, 2025). Personalization is enhanced by orchestration 

that ties decisions to controlled data in real time, while assuring customers appropriate 

context-aware, timely interaction (Janakiraman et al., 2025; Tarra & Mittapelly, 2024). 

Finally, orchestration can be used to further promote compliance by enforcing masking, 

access controls, human-in-the-loop gates, and audit logging in industries such as finance and 

healthcare (Ashakin et al., 2024; Parvathy et al., 2025). Enterprise sales teams have a full-

stack solution for scalable, governed AI orchestration: Data Cloud for data unification, 

Copilot for orchestration, Flows for rapid automation, and Apex for accuracy, all integrated 

into Salesforce. 

http://www.ijmra.us/
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Figure 1: Enterprise orchestration requirements mapped to Salesforce capabilities 

(adapted from Janakiraman et al., 2025; Haki et al., 2025; Sannapureddy, 2025). 

 

 

 

4. AI Agent Reference Architecture 

 

An enterprise-grade reference architecture for AI agents in Salesforce needs a clear 

definition of how orchestration, data, agent logic, governance, and external services interact 

to ensure security, scalability, and trustworthiness. At the center of this architecture lies 

Einstein Copilot as the orchestration engine, Data Cloud as the unified and governed data 

backbone, and modular agents (created using declarative Flows, Apex services, Copilot 

extensions, and API integrations) as microservices running within a controlled environment. 

This concept extends the notions of modular agents and message-based coordination 

presented in previous frameworks to the enterprise context in Salesforce (Pan & Tenenbaum, 

2002; Haki, Safaei, Magan, & Griffiths, 2025; Janakiraman et al., 2025). 

 

Copilot is the glue that does three things: acting as an intent entry point to receive user 

prompts or system triggers, acting as a coordinator to build multi-step workflows across 

agents, and acting as a policy enforcement point to consistently enforce guardrails. By 

bringing orchestration to the middle, Copilot allows enterprises to leverage governance, 

masking, and authorization at a single point of control and simplifies traceability and 

auditability (Haki et al., 2025; Janakiraman et al., 2025). 

 

Data Cloud is not just a storage repository; it's a governed feature store and identity-resolved 

source of truth. This allows feature convergence between training-time and run-time 

behavior to be minimized to reduce drift and maximize explainability. Its classification and 

masking policies may be applied against sensitive personal information leaking to the agent 

or during back-data LLM calls, effectively resulting in enterprise-grade data protection 

(Janakiraman et al., 2025; Ashakin, Hasan & Urbi, 2024). 

 

In addition, agents are designed as single-responsibility units; they encapsulate a specific 

business logic and provide minimal versioned interfaces. Declarative Flows process simple 

approval routing or branching logic while Apex-based services process performance-

http://www.ijmra.us/
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intensive or compliance-sensitive business logic. API-extended agents offer consistent 

adapters to outside systems or LLMs, with rate limiting, credential management, payload 

inspection, etc., for enterprise consistency (Olszewski, Parczycka & Miloszek, 2025; Gupta, 

Verma, Janjua, 2018; Shu, Das, Yuan, Sunkara, & Zhang, 2024). 

 

Interaction patterns are used to distinguish between synchronous tasks that require 

immediate action (e.g., Copilot-triggered updates to customer records) and asynchronous 

tasks such as external identity verification or complex model inference. Asynchronous 

processing reduces the end-user latency and enables retries and compensation logic in case 

of external failures (Sannapureddy, 2025; Yadav et al., 2024). 

 

Security and governance are integrated into all. Least-privilege engineering, access-based 

role engineering, human-in-the-loop approvals, and centralized logging lead to compliance 

in regulated industries (Ashakin et al., 2024; Parvathy, Sreedevi, Jayachitra, Karunkuzhali, 

& Arumugam, 2025). Observability completes the architecture - each agent generates 

structured telemetry (decision logs, features used, policy outcomes) that can be monitored 

in real-time and serve governance over time (Janakiraman et al., 2025; Tarra & Mittapelly, 

2024). 

 

In addition, scalability and lifecycle management are enabled by a stateless agent design, 

horizontal scale, and well-designed testing frameworks that cover declarative Flows as well 

as Apex code. These principles make it possible for enterprises to take AI agents into 

production environments that require resiliency, auditability, and regulatory conformance 

(Gupta et al., 2018; Olszewski et al., 2025). 

 

Table 2. Component responsibilities and recommended implementation patterns 

 

Component Primary 

responsibility 

Recommended 

implementatio

n 

Key design 

consideration

s 

Representativ

e references 

Einstein 

Copilot (Agent 

Hub) 

Intent gateway, 

workflow 

coordinator, 

policy 

enforcement 

Copilot 

extensions + 

orchestrated 

invocation of 

Flows/Apex 

Prompt 

hygiene, 

provenance 

metadata, 

human-in-the-

loop gates, 

idempotency 

Haki et al. 

(2025); 

Janakiraman et 

al. (2025) 

Data Cloud 

(Unified data 

foundation) 

Canonical 

records, feature 

store for 

training and 

runtime 

Governed Data 

Cloud schemas, 

controlled 

feature exports 

Data 

classification, 

masking, 

lineage, 

alignment 

between 

train/runtime 

Janakiraman et 

al. (2025); 

Ashakin et al. 

(2024) 

Flow-based 

agents 

Declarative 

business logic, 

approvals, 

lightweight 

transformation

s 

Salesforce Flow 

with 

documented 

contracts 

Visibility for 

citizen 

developers, 

limited to 

lower-latency, 

Olszewski et al. 

(2025); Gupta 

et al. (2018) 
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non-critical 

tasks 

Apex-based 

agents 

Complex logic, 

transactional 

guarantees, 

performance-

sensitive tasks 

Apex services, 

testable classes, 

versioned APIs 

Strong test 

coverage, 

transaction 

boundaries, 

rollback 

semantics 

Gupta et al. 

(2018); 

Olszewski et al. 

(2025) 

API-extended 

agents 

External LLMs 

and enterprise 

service 

integrations 

Encapsulated 

adapters with 

credential mgmt 

and rate limiting 

Secure 

callouts, 

payload 

minimization, 

retry/backoff 

Shu et al. 

(2024); Haki et 

al. (2025) 

Observability

& governance 

layer 

Telemetry, 

audit logs, 

model 

monitoring, 

policy audits 

Centralized 

logging, 

model/feature 

monitoring 

dashboards 

Structured 

telemetry 

(features, 

scores, 

policies), drift 

detection 

Janakiraman et 

al. (2025); Shu 

et al. (2024) 

 

5. Design Patterns 

 

Design patterns are the functional link between Salesforce's conceptual AI reference 

architecture and actual implementation. By capturing repeatable solutions, they help 

enterprise architects solve problems around scalability, governance, and operability. 

Appropriate use of these patterns minimizes risk, improves time-to-value, and enhances 

compliance -- whereas poor selections increase technical debt, impair reliability, and make 

audits more difficult. The most important patterns in Salesforce include the declarative-first 

design, building agents as modular microservices, multi-cloud orchestration, API call gating 

to external LLMs, using asynchronous and idempotent execution semantics, human-in-the-

loop approval gates, observability, and lifecycle controls. 

 

In the declarative-first approach, Salesforce Flows and Copilot extensions are used by 

default, and Apex code or custom adapters are only used when transactional guarantees, low-

latency performance, or more advanced transformations are essential. Declarative constructs 

speed up delivery and make workflows transparent to administrators and citizen developers, 

with Copilot extensions making orchestrated logic auditable (Midathana, 2025; Olszewski, 

Parczyinska, & Milosz, 2025). However, declarative logic is not sufficient to address high-

throughput or regulation-intensive applications. Hence a hybrid posture is advocated: 

traditional routes and policy-driven steps are still declarative, whereas complex or security-

relevant functions are implemented in versioned Apex services (Gupta, Verma, & Janjua, 

2018). This balance gives you the speed of iteration without compromising production-grade 

reliability. 

 

Equally important is microservice composition. Agents should represent isolated business 

logic, exposing very limited versioned inputs/outputs for data. This modular orientation also 

reflects previous tenets of brokered coordination and explicit message passing (Pan & 

Tenenbaum, 2002; Shu, Das, Yuan, Sunkara, & Zhang, 2024). Inside Salesforce, Copilot 

calls named agents, which are Flows, Apex services, or API adapters that perform narrowly 

scoped tasks like risk scoring or data transformation. Architecture provides fault isolation, 

http://www.ijmra.us/
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selective testing, and independent scalability, but at the expense of disciplined naming 

conventions and service registries, to eliminate the overhead of deployment (Haki et al., 

2025; Janakiraman et al., 2025). 

 

Multi-cloud orchestration is a reflection of enterprise reality where Sales, Service, and 

Marketing Clouds need to interoperate seamlessly. Copilot is the orchestration plane, and 

Data Cloud has a canonical identifier and contextual capabilities (Janakiraman et al. 2025; 

Parvathy et al. 2025). Domain-specific agents mediate nuances in this cloud, while at the 

same time making standardized contracts available for composition. Large-scale Data Cloud 

patterns like compensation transaction sagas and checkpoints minimize asynchronous 

boundaries and data contention risks (Midathana, 2025; Sannapureddy, 2025). 

 

API testing is critical because external integration brings risk to the table, making API 

governance a must. API-extended agents include authentication, rate limiting, payload 

sanitization, and prompt hygiene. Any sensitive data that is fed to external LLMs is subject 

to classification and masking policies that are enforced in Data Cloud, and provenance 

metadata is recorded for audit reasons (Ashakin, Hasan, & Urbi, 2024; Shu et al., 2024). 

Sustainable and Policy Compliance Through Circuit Breakers and Cost Controls. 

 

Latency and reliability problems are solved by using asynchronous patterns and idempotent 

patterns. Copilot offloads long-lived tasks to asynchronous agents that can maintain state 

and report completion. With explicit state transition and idempotent keys, the failures can be 

replayed safely without re-running side-effects (Gupta et al., 2018; Sannapureddy, 2025). 

Human-in-the-Loop Patterns as an Augmenting Force of Automation Complementing 

Governance. The idea is that high-risk actions are routed for approval with just enough 

context to ensure compliance, but not so much that they cannot be left to small teams to 

operate themselves (Ashakin et al., 2024; Haki et al., 2025). 

 

In addition, observability gives rise to all patterns. Agents should produce structured 

telemetry, including inputs, outputs, policy decisions, and version identifiers, that is 

aggregated into monitoring dashboards. This enables real-time fault detection, fair 

assessment, and correlation of AI output against business outcomes (Janakiraman et al., 

2025; Tarra & Mittapelly, 2024). Along with this trend, sustainable growth also includes 

continuous release, A/B testing, and scenario-based testing (Tarra, 2024). 

 

Table 3. Design Patterns, Pros, Cons, And Best-Fit Scenarios 

 

Design pattern Principal 

benefits 

Common drawbacks / 

risks 

Best-fit scenarios 

Declarative-first 

(Flows + Copilot 

extensions). 

(Midathana, 

2025; Olszewski 

et al., 2025) 

Rapid 

delivery, high 

visibility to 

admins, built-

in approval 

and audit 

primitives 

Limited for high-

throughput/low-latency 

needs, complex 

transaction semantics, 

harder to unit-test in 

isolation 

Customer-facing UI 

automations, approval 

workflows, quick 

iterations for marketing 

and sales processes 

Modular 

microservices 

(Apex, Flow, 

API adapters). 

Fault isolation, 

independent 

versioning, 

targeted 

Deployment/management 

overhead, service 

discovery and versioning 

complexity 

Complex business 

domains requiring 

isolation (risk scoring, 

KYC checks), 

http://www.ijmra.us/
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(Pan & 

Tenenbaum, 

2002; Haki et al., 

2025) 

testing, clearer 

contracts 

scenarios needing 

rollback/compensation 

Multi-cloud 

orchestration 

(Copilot + Data 

Cloud). 

(Janakiraman et 

al., 2025; 

Parvathy et al., 

2025) 

Coherent 

cross-cloud 

workflows, 

single source 

of truth, 

consistent 

governance 

Cross-cloud transaction 

coordination, potential 

latency, schema mismatch 

Enterprise processes 

spanning Sales, 

Service, and Marketing 

Clouds (onboarding, 

cross-sell/cross-service 

journeys) 

API-extended 

agents with 

governance 

(LLMs, partner 

APIs). (Shu et 

al., 2024; Haki et 

al., 2025) 

Encapsulates 

external risk, 

centralizes 

credentialing 

and rate limits, 

enforces 

prompt 

hygiene 

External latency, cost 

control risk, leakage of 

sensitive information 

without masking 

Natural language 

generation tasks, 

external model 

inference, third-party 

service integration 

where privacy/contract 

constraints exist 

Asynchronous 

& idempotent 

execution. 

(Sannapureddy, 

2025; Gupta et 

al., 2018) 

Improved UX 

by non-

blocking 

flows, resilient 

to external 

latency and 

transient 

failures 

Increased complexity in 

state management and 

reconciliation 

Long-running jobs, 

external verifications, 

batch inference, high-

latency risk scoring 

Human-in-the-

loop & approval 

gates. (Ashakin 

et al., 2024; Haki 

et al., 2025) 

Regulatory 

safety, 

improved 

explainability, 

mechanism for 

manual 

exceptions 

Slower throughput for 

high-risk paths, requires 

human capacity planning 

Regulated decisions 

(finance, healthcare), 

high-value customer 

interventions 

Observability & 

telemetry. 

(Janakiraman et 

al., 2025; Shu et 

al., 2024) 

Enables drift 

detection, 

business-

metric 

correlation, 

and audit 

evidence 

Storage/retention cost, 

potential exposure of 

sensitive data if not 

masked 

Production systems 

requiring SLA 

assurance, compliance 

reporting, and 

continuous 

improvement 

Testing & 

staged rollout 

(A/B, canary). 

(Tarra, 2024; 

Janakiraman et 

al., 2025) 

Empirical 

validation, 

controlled 

exposure, 

rollback safety 

Slower release cadence, 

requires experiment-

design capability 

New agent capabilities 

where business impact 

is measurable and 

reversible 
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6. Security and Governance 

 

In enterprise Salesforce deployments, security and governance need to be built into the 

architecture from the start, not bolted on after the fact. They span across lifecycle stages - 

data ingestion, feature engineering, prompt construction, runtime execution, external 

integrations, and monitoring. When deployed as first-class controls, they enable AI agents 

at scale while generating evidence for compliance, audit, and trustworthiness (Ashakin et 

al., 2024; Haki et al., 2025; Janakiraman et al., 2025). This section explains how architects 

should integrate data protection and external LLM governance, human oversight, 

observability, regulatory compliance, and lifecycle controls with the agent design. 

 

Data classification and masking are foundational in Data Cloud; metadata such as usage or 

retention limits, and classification of sensitive fields should be defined at the time of 

ingestion (Janakiraman et al., 2025). Automated Masking and Pseudonymization in runtime 

feature generation pipelines verify that prompts, which can contain raw personal identifiers, 

are masked and pseudononymized. Field-level access models and role-based controls further 

restrict agent exposure, and just-in-time unmasking is only allowed after approval gates, and 

only for critical attributes (Ashakin et al., 2024; Gupta, Verma, & Janjua, 2018). Using Data 

Cloud to centralize masking not only helps to standardize the enforcement but also enables 

reproducible audits. 

 

Good hygiene and governance deal with the risk of external inference. Copilot can only build 

prompts from masked, policy-approved feature views and only create prompts based on 

templates that guard against accidental leakage. API-extended agents are expected to trim 

payloads, encrypt traffic, perform schema validation, and propagate provenance metadata 

together with the requests (Shu et al., 2024; Haki et al., 2025). Credential rotation, breakers, 

and cost controls mitigate financial and reliability risk. Responses are sanitized before re-

entering the orchestration flow for consistent governance. 

 

Trust is operationalized via human-in-the-loop workflows. High-risk actions (e.g., credit 

overrides, exports of sensitive records) should be routed for manual review using Flow 

constructs exposing only contextual snapshots as necessary for review (Ashakin et al., 2024). 

Review outputs need to be stored in Data Cloud for audit and training signals for model 

tuning (Tarra & Mittapelly, 2024). 

 

Audit logging and observability (for compliance evidence), Agent identity, masked input 

features, outputs, and policy gates applied should be recorded on every invocation and 

orchestration decision. By saving truncated hashes instead of the entire prompt, Shu et al. 

2024 demonstrated how it is possible to have searchability while reducing exposure. 

Centralized telemetry can be used to support alerts, drift detection, and regulatory reporting 

(Sannapureddy 2025). 

 

Compliance alignment becomes an imperative in regulated industries. Controls need to 

exhibit minimization, supervision, and purpose constraint, and generate provenance artefacts 

that connect Data Cloud records, orchestration traces, and approval events (Parvathy et al., 

2025). 

 

In addition, resilience is assured with lifecycle governance. Offline validation, phased 

rollouts, A/B testing, and drift and calibration monitoring. Versioned artifacts are used for 
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rollback and forensic reconstruction; organizational AI governance boards are constantly 

optimizing policies (Janakiraman et al. 2025; Tarra 2024). 

 

 
Figure 2: Security & Governance Layer in AI Agent lifecycle 

 

 

 

 

7. Case Study: Global Bank Customer Onboarding 

 

This case study shows how a global bank re-engineered its customer onboarding process 

with Salesforce-based AI agents orchestrated by Einstein Copilot and built on Data Cloud. 

There were three pain points before intervention: long onboarding time caused by manual 

checks and reconciliation, high operating cost caused by checks transferred between multiple 

humans across silos, and regulatory risk caused by fragmented audit trails and conflicting 

policies. The difficulties reflect the structural hurdles described in the automation literature, 

stressing the importance of aligning data, automating routine tasks, and integrating 

governance into business processes (Sannapureddy, 2025; Ashakin, Hasan, & Urbi, 2024; 

Gupta, Verma, & Janjua, 2018). 

 

Implementation was based on the architecture and design principles described above. Data 

Cloud was the canonical KYC repository that linked identity attributes, verification states, 

and document digests to lineage-tracked profiles (Janakiraman et al., 2025). Einstein Copilot 

was the orchestration engine, piecing together policy-approved snapshots and calling a series 

of agentic services: Flow-based agents for document OCR and classification; API-extended 

agents for external identity checks and sanctions screening; and Apex services for final 

integrity transactional logic (Haki et al., 2025; Shu, Das, Yuan, Sunkara, & Zhang, 2024). 

Flow was used to implement human-in-the-loop approval gates that oversaw high-risk cases 

(for example, high-value accounts or misaligned identities), with minimal exposure of 

sensitive data and the ability to record reviewer decisions back into Data Cloud (Ashakin et 

al., 2024). 

 

Governance and security were above all. Masking techniques were implemented so that, 

except when unmasked via approved and time-limited exceptions, external payloads and 

Copilot prompts did not contain raw PII. API extended agents implemented credential 

rotation, rate limiting, and circuit-breaker logic and normalized responses to provide stability 

to downstream processes (Shu et al., 2024; Haki et al., 2025). Instrumented telemetry was 
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used to record agent identity, de-identified feature snapshots, outputs, and approvals to build 

a single-sourced audit trail for real-time monitoring and compliance (Janakiraman et al., 

2025; Sannapureddy, 2025). 

 

Results were consistent with published benefits: less onboarding time through orchestration 

and parallelization of checks; less costs through automation of repetitive tasks; more 

personalization through united data; and more compliance through auditable trails (Tarra & 

Mittapelly, 2024; Ashakin et al., 2024). The qualitative findings were also impressive. Data 

Cloud-powered personalized customer onboarding communications delivered a better 

customer experience, while observability gave the team the confidence to root-cause failures 

quickly. In order to improve governance, we extended data provenance to the connection of 

usage, masks, and approvals (Janakiraman et al. 2025). 

 

Lessons learned included concerns of the appropriate trade-off between aggressive masking 

and operational requirements (via timely unmasking), unreliable external services and 

asynchronous/ idempotent agent design, and staff adoption of Copilot-driven dashboards and 

approval flows (Sannapureddy, 2025; Gupta et al., 2018; Midathana, 2025). 

 

Besides, this architecture goes beyond banking. The Data Cloud as feature fabric, Copilot as 

orchestration hub, and domain-centric modular agents apply to industries such as insurance 

claims intake, HR onboarding, and supplier vetting. Previous work has established that this 

combination of declarative Flows, Apex services, and governed API adapters reliably 

supports modernization of complex, regulated workflows (Gupta et al., 2018; Janakiraman 

et al., 2025). 

 

 

8. Conclusion 

 

Salesforce's evolution from predictive analytics to Einstein, to orchestration with Einstein 

Copilot, and now to modular AI agents highlights the maturity of enterprise AI as a backbone 

for business operations. In the literature, it is reported that Salesforce's success is due to its 

ability to unify data, orchestrate processes across multiple clouds, and embed governance 

and observability into AI-driven workflows (Janakiraman et al., 2025; Haki, Safaei, Magan, 

& Griffiths, 2025). By combining these insights, this article has demonstrated that enterprise-

grade AI agents in Salesforce need a reference architecture where Copilot is the orchestration 

hub, Data Cloud is the governed source of truth, and Flows/Apex/and API extensions are 

modular policy-aware microservices that can collaborate in a secure and scalable manner. 

 

The lesson for enterprise architects is three-pronged. First, security and governance need to 

be architected as core design principles rather than bolt-on elements. Data classification, 

masking, approval gates, and audit telemetry should be applied consistently at every stage 

of the agent lifecycle, in keeping with regulatory frameworks and to maintain trust in 

automated processes (Ashakin, Hasan, & Urbi, 2024; Parvathy, Sreedevi, Jayachitra, 

Karunkuzhali, & Arumugam, 2025). Second, agents are best built as microservice 

components that are called and orchestrated by Copilot, and use Data Cloud for contextual 

grounding and observability, to monitor outcomes at scale (Sannapureddy, 2025; Gupta, 

Verma, & Janjua, 2018). Third, business value is highest when orchestration patterns map 

AI interventions directly to customer-facing and compliance-critical workflows, such as the 

case study where onboarding times and operational costs were reduced, while compliance 

and personalization improved (Tarra & Mittapelly, 2024; Janakiraman et al., 2025). 
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There are also important opportunities for future research suggested by the literature. While 

the current Salesforce AI architecture is built on orchestration and modularity, the next 

frontier is the integration of generative AI multi-agent systems into enterprise-scale 

workflows (Shu, Das, Yuan, Sunkara, & Zhang, 2024). Such systems would allow 

specialized agents to dynamically cooperate, negotiate, and share work, which raises new 

design issues regarding coordination mechanisms, policy enforcement, and human 

supervision. The extension of Salesforce's current governance and orchestration capabilities 

to enable the realization of such multi-agent collaboration at production scale is a promising 

research direction for both academia and industry. 

 

In conclusion, Salesforce's AI journey reminds us that enterprise-grade AI is not merely 

about algorithmic elegance, but about orchestrating a symphony of architecture that weaves 

harmony between orchestration, governance, and scalability. Enterprise architects who 

embrace declarative-first patterns, modular agent design, and strict governance frameworks 

will best be positioned to take advantage of Salesforce AI agents responsibly and effectively, 

laying the groundwork for future breakthroughs in generative and collaborative enterprise 

AI (Haki et al., 2025; Shu et al., 2024). 
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